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Learning Objectives

• Common security risk analysis findings
• Remediation options for common findings
• Preparing to conduct your 2018 security risk analysis
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Acronyms
• BA: Business Associate
• BAA: Business Associate Agreement
• EHR: Electronic Health Record
• EP: Emergency Preparedness
• ePHI: Electronic Protected Health Information
• HHS: US Department of Health and Human Services
• HIPAA: Health Insurance Portability and Accountability 

Act
• MIPS: Merit-based Incentive Payment System
• P&Ps: Policies and Procedures
• SRA: Security Risk Analysis
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Common SRA Findings

• A few statistics:
– 13 health centers used HIPAAOne to perform their 2017 

SRA
– Action Plans varied from 3 findings to 57 findings
– The average number of findings was 20

• Missing policies tend to be the most common issue.
• HIPAA is intentionally vague so that covered entities and 

business associates can implement “reasonable and 
appropriate” controls to secure their environment.
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Common SRA Findings
• Finding: There may be versions of the BA Agreement that 

do not adequately protect the organization from 
vicarious liability on behalf of a vendor or their 
subcontractor.

• HIPAA Reference: 164.314(a)(1)
• Potential Remediation Options:

– Implement a policy and procedure to track variations in BA 
Agreements

– Work with your HIPAA/legal consultant
• Key Concept: Understand any variations in the health 

center’s standard BA Agreement and vendor’s BA 
Agreements
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Common SRA Findings
• Finding: The ePHI system has weak or no password policies in 

place.
• HIPAA Reference: 164.308(a)(5)(ii)(D)
• Potential Remediation Options:

– Configure technological controls for passwords
– Implement a policy and procedure for creating secure 

passwords
– Train users on creation of secure passwords
– Implement a manual reminder process to periodically change 

passwords if ePHI system cannot be configured
• Key Concept: In your policies, establish a standard password 

policy and document any variations due to ePHI system 
limitations.
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Common SRA Findings
• Finding: A process to review login attempts into the server 

environment for unauthorized access attempts does not exist.
• HIPAA Reference: 164.308(a)(5)(ii)(C)
• Potential Remediation Options:

– Implement account lock-outs after a specified number of 
unsuccessful attempts

– Work with your IT department or vendor to identify solutions
– Implement an automated alert process for unusual login activity
– Manual process for routinely reviewing login attempts

• Key Concept: Identify ways to protect your organization from 
brute-force attempts to hack your network or ePHI systems
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Common SRA Findings
• Finding: There is no method to locate, secure and track the 

movement of Mobile Devices (i.e. laptops, tablets, 
smartphones) and digital media assets.

• HIPAA References: 164.310(d)(1), 164.310(d)(2)(iii)
• Potential Remediation Options:

– Work with your IT department or vendor to identify solutions
– Implement an automated or manual tracking method
– Technologically restrict the ability to save data to digital media 

assets

• Key Concept: It is important to know where devices and digital 
media with ePHI are within your building and externally
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Common SRA Findings

• Finding: The organization does not obtain satisfactory 
assurances the BA or Subcontractor is adequately 
protecting ePHI.

• HIPAA References: 164.308(b)(1) and 164.308(b)(3)
• Potential Remediation Options:

– Implement a process to verify that BAs are protecting your 
ePHI

– Work with your HIPAA/legal consultant

• Key Concept: Remember, you as a covered entity are 
ultimately responsible for protecting your ePHI, even 
when it is shared.
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Common SRA Findings
• Finding: A procedure to keep network devices up-to-date 

with firmware and security updates does not exist.
• HIPAA Reference: 164.308(a)(5)(ii)(B)
• Potential Remediation Options:

– Automate the notification process for vendor updates
– Work with your IT department or vendor to designate 

frequency to check for updates
– Document checking for and, when applicable, installing 

updates 
• Key Concept: Firmware and security updates often 

protect your internal network from external sources.
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Common SRA Findings
• Finding: Organization does not periodically test business 

continuity scenarios to continue business operations and 
protection of ePHI during an emergency.

• HIPAA Reference: 164.308(a)(7)(ii)(D)
• Potential Remediation Options:

– Work with community partners to conduct emergency 
preparedness (EP) drills

– Conduct internal EP drills that are applicable to your 
environment and addressed by your EP plans

• Key Concept: This is particularly important due to the 
CMS Emergency Preparedness Rule. Without testing, you 
cannot find flaws in your plans.
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Common SRA Findings

• Finding: A lack of integrity regarding the inventory of 
EMR/ePHI/PII interfaces exists.

• HIPAA Reference: 164.308(a)(1)(i)
• Potential Remediation Options:

– Use your ePHI systems interoperability hub or interface 
engine to identify interfaces to external partners/vendors

– Manually document a list of ePHI systems and interfaces

• Key Concept: Know where your data is flowing.
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Common SRA Findings

• Finding: The organization has no policy and procedure to 
log and track security-related repairs to facilities.

• HIPAA References: 164.310(a)(2)(iv) 
• Potential Remediation Options:

– Implement or utilize a trouble ticket system
– Manually document security-related repairs in a log

• Key Concept: In order to address any potential 
vulnerabilities to physically accessing your facilities, you 
must know repairs that impact building security.
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Common SRA Findings
• Finding: Data at rest that may contain ePHI (laptops, 

removable backup media and/or USB drives) is not encrypted 
or concealed for confidentiality.

• HIPAA Reference: 164.312(a)(2)(iv)
• Potential Remediation Options:

– Encrypt all devices and media that may contain ePHI
– Technologically restrict the ability to save data locally on devices
– Technologically restrict the ability to save data to removable 

media
– Physically secure removable media

• Key Concept: Ensure that devices and removable media with 
ePHI are technologically and/or physically secured.
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Common SRA Findings
• Finding: Organization may have an inappropriate 

authentication mechanism (i.e. PINs-only) failing to prove the 
person seeking ePHI access is who they say they are.

• HIPAA Reference: 164.312(d)
• Potential Remediation Options:

– Implement policies, procedures and technological controls 
requiring users to have a unique user ID and password for all 
ePHI systems

– If shared user IDs are used (such as students or interns), keep a 
log of the person who had access and the timeframes of access

• Key Concept: It is crucial to know who is accessing ePHI 
systems.
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Common SRA Findings
• Finding: Organization does not periodically review and 

update HIPAA related Policies and Procedures.
• HIPAA Reference: 164.316(b)(2)(iii)
• Potential Remediation Options:

– Implement a policy and procedure (P&P) to periodically 
review HIPAA P&Ps

– Set aside time (monthly, quarterly, etc.) to review P&Ps
– After major changes to your environment, review P&Ps to 

verify their accuracy
• Key Concept: It is critical that P&Ps ensure HIPAA 

compliance and reflect your processes and procedures
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Common SRA Findings

• Finding: A process to accept a patient request to amend 
their Electronic Health Record does not exist.

• HIPAA Reference: 170.314(d)(4)
• Potential Remediation Options:

– 2014 Edition certified EHRs are required to have this 
capability so work with your vendor to identify the proper 
workflow

– Implement a policy and procedure to process any patient 
requests to amend their records

• Key Concept: Requesting an amendment is a patient right 
so you need to be able to address patient requests.
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Common SRA Findings

• Finding: There is no formal job description assigning 
responsibility for maintaining HIPAA Policies and 
Procedures. 

• HIPAA Reference: 164.308(a)(2)
• Potential Remediation Options:

– Identify the position who will be responsible for 
maintaining HIPAA P&Ps

– Amend their job description to include this responsibility

• Key Concept: The designation person establishes a 
centralized contact for HIPAA P&Ps.
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Common SRA Findings

• Finding: There is no formal process where HR notifies the 
ePHI system administrator of terminated employees.

• HIPAA Reference: 164.308(a)(3)(ii)(c) 
• Potential Remediation Options:

– Implement a policy and procedure to notify appropriate 
staff in writing of terminated employees or other ePHI 
system users

• Key Concept: Users access to ePHI systems must be 
terminated in a timely manner.
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Conducting Your 2018 SRA

• A thorough security risk analysis (SRA) must assess 
threats and potential vulnerabilities and include a risk 
remediation plan that is periodically updated.

• We have started activating HIPAAOne SRAs for health 
centers who use this web-based tool.

• SRAs must be completed no later than December 31, 
2018 for Medicaid Promoting Interoperability and/or 
MIPS purposes.

• If you would like assistance with your 2018 SRA, please 
reach out to Trish.
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Key Takeaways

• The security risk analysis is a snapshot of a moment in 
time.

• Remediation of potential vulnerabilities needs to address 
your specific environment.

• It is very important that the Action Plan is updated 
routinely.

• If you need resources, please reach out to Terri or Trish.
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Resources

• HHS HIPAA for Professionals
– Includes guidance on BAs, special topics like mental health 

and cloud computing, etc.

• CMS Emergency Preparedness Rule
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Any Questions
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Health Center Connections is a health center controlled network organized and supported 
by KAMU. This project is supported by the Health Resources and Services Administration 
(HRSA) of the U.S. Department of Health and Human Services (HHS) under grant number 
HRSA-16-010, Health Center Controlled Networks for $1,875,000 from 8/1/16 through 
7/31/19 with no financing from nongovernmental sources. This information or content and 
conclusions are those of the author and should not be construed as the official position or 
policy of, nor should any endorsements be inferred by HRSA, HHS or the U.S. Government.

Overwhelmed

If you need assistance, resources are available through the 
HCCN Grant.

tkennedy@kspca.org
(785) 233-8483
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Trish Harkness, CISSP
Senior Health IT and Systems Specialist

“Alone we can do so little; together we 
can do so much.” – Helen Keller

Email: tharkness@kspca.org
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